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DETAILED ACTION 

Continued Examination Under 37 CFR LI 14 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1- 17(e), was filed in this application after final rejection. Since this appUcation is 
ehgible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1 .17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. AppUcant's submission filed on 7/3/2006 has been entered. 

Response to Arguments 

2. In response to communications filed on 7/3/2006, appUcant has amended claims 1,3, 10, 
and 15. The following claims 1-15 are presented for examination. 

2. 1 Applicant's arguments, filed on 7/3/2006, with respect to the rejection of claims 1-15 
have been fully considered, but they are moot in view of a new ground of rejection. 

Claim Rejections - 35 USC §102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an appUcation for patent, pubUshed under section 
122(b), by another filed in the United States before the invention by the appUcant for 
patent or (2) a patent granted on an appUcation for patent by another filed m the United 
States before the invention by the appUcant for patent, except that an international 



Application/Control Number: 09/763,732 
Art Unit: 2136 



Page 3 



application filed under the treaty defined in section 351(a) shall have the effects for 
purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was pubUshed under Article 
21(2) of such treaty in the English language. 

Claims 1-15 are rejected under 35 U.S.C. 102(e) as being anticipated by US Patent 
5,991,399 to Graunke et al 

As per claim 1, Graunke et al discloses a system for providing encrypted data in a 
content player comprising a decryption device comprising an encryption device for encrypting 
data using an encryption algorithm (see column 8, lines 1-5); a protection device for providing 
secure device data information on a protocol for communication between the content player and 
a secure device (storage medium) (see figure 1 and column 4, lines 33-51) arranged to transform 
the secure device data into information required to decrypt the encrypted data (see column 8, 
lines 1-8, lines 32-55, and lines 61-66); a control device for providing a protected contents 
structure containing encrypted data, secure device data, said protocol information and attribute 
data for finding relevant parts inside the protected contents structure (see column 8, lines 18-37 
and column 13, line 47 through column 14, Une 1 1); and wherein the attribute data comprises 
information to find in the protected contents structure information on an appropriate protocol for 
establishing a communication interface between the content player and the secure device for use 
of the secure device to transform secure device data communicated to the secure device through 
the communication interface into information required to decrypt the encrypted data (see column 
7, lines 28-45 and column 13, line 47 through column 14, line 1 1; and column 9, line 55 through 
column 10, line 29). 
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As per claim 2, Graunke et al discloses wherein said protection device provides at least 
one secure device applet containing information on a protocol for communication (see column 7, 
lines 40-45 and column 8, lines 61-66). 

As per claim 3, Graunke et al discloses a method for decrypting encrypted data in a 
content player comprising: an input for receiving protected contents containing encrypted data, 
secure device data, information on a protocol for communication between the content player and 
a secure device arranged to transform the secure device data into information required to decrypt 
the encrypted data and attribute data for finding relevant parts inside the protected contents (see 
figure 2 and column 6, lines 17-45), a decryption device (see column 14, line 4-8 and figure 5, 
element 214) and a control device (see column 13, lines 34-57), wherein said secure device data 
comprises information required to decrypt the encrypted data and wherein the attribute data 
comprises information to find in the protected contents information on an appropriate protocol 
for communication between the content player and a secure device (storage medium) (see figure 
1 and column 4, lines 33-51) for retrieving the information required to decrypt the encrypted data 
(see column 13, line 47 through column 14, line 1 1); wherein the control device is programmed 
to use the attribute data to find the appropriate protocol information to establish a communication 
interface between the decryption device and a secure device used with the content player (see 
column 8, lines 18-3 1); wherein the decryption device is suitable for communicating with the 
secure device as controlled by the protocol information to obtain information required by the 
decryption device to decrypt the encrypted data and generated by the secure device by 



Application/Control Number: 09/763,732 Page 5 

Art Unit: 2136 

transforming secure device data communicated to the secure device through the communication 
interface (see column 13, lines 47 through column 14, line 1 1 and column 9, line 55 through 
column 10, line 29), 

As per claim 4, Graunke et al discloses wherein said information on the appropriate 
protocol for communication between the content player and the secure device is provided as a 
secure device applet wherein the control device is programmed to operate as a virtual machine to 
execute the secure device applet to estabUsh said communication interface (see column 7, lines 
33-45 and column 4, lines 33-51). 

As per claim 5, Graunke et al discloses wherein at least one secure device applet in the 
protected contents is authenticated (see column 8, lines 46-49), wherein the control device 
comprises an applet loader for verifying the authentication of a secure device applet, wherein 
only a verified secure device applet is loaded into the virtual machine (see column 8, lines 24-32 ^ 
and lines 46-49). 

As per claim 6, Graunke et al discloses wherein at least one secure device applet in the 
protected contents is encrypted wherein the applet loader is suitable for decrypting an encrypted 
secure device applet (see column 8, lines 1-5 and hnes 18-47), 

As per claim 7, Graunke et al discloses wherein the virtual machine comprises a content 
player appUcation program interface and a security apphcation program interface, the secure 
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device applet communicating with the content player and the secure device by means of said 
interfaces (see column 6, Unes 22-55). 

As per claim 8, Graunke et al discloses the limitation of wherein the control device is 
arranged to determine of which type the secure device used in the system is, wherein the control 
device is arranged to retrieve a secure device applet from the protected contents corresponding 
with the type of secure device (see column 6, line 46 through column 7, line 15 and column 7, 
lines 29-45). 

As per claim 9, Graunke et al discloses the limitation of wherein the system is part of a 
content player connected to a network, wherein the control device is arranged to determine the 
type of secure device used in the system, and wherein the control device is arranged to request a 
corresponding secure device applet to be downloaded from a service provider (see column 7, 
lines 4-45). 

As per claim 10, Graunke et al discloses a method for providing communication 
interface between a decryption device and a secure device in a content player comprising: 
receiving a protected contents structure containing encrypted data, secure device data, 
information on a protocol for communication between the content player and a secure device 
(storage medium) (see figure 1 and column 4, lines 33-51) arranged to transform the secure 
device data into information required to decrypt the encrypted data and attribute data for finding 
relevant parts inside the protected contents structure (see column 6, lines 17-45 and column 9, 
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line 55 through column 10, Une 29); wherein said secure device data comprises information 
required to decrypt the encrypted data and wherein the attribute data comprises information to 
find in the protected contents information on an appropriate protocol for communication between 
the content player and a secure device for retrieving the information required to decrypt the 
encrypted data (see column 13, line 47 through column 14, line 1 1 and column 7, Unes 28-45); 
retrieving said protocol information from the protected contents structure to establish a 
communication interface between the decryption device and a secure device used with the 
content player (see column 8, Unes 18-31 and column 9, line 55 through column 10, line 29) to 
transform secure device data communicated to the secure device through the communication 
interface into information required to decrypt the encrypted data (see column 13, lines 47 
through column 14, line 11 and column 9, line 55 through column 10, line 29). 

As per claim 1 1, Graunke et al discloses the limitation of wherein said protocol 
information is provided as a secure device applet, wherein the secure device applet is executed in 
a virtual machine to establish the communication interface (see column 7, lines 33-45 and 
column 4, lines 33-51). 

As per claim 12, Graunke et al discloses the limitation of detecting which type of secure 
device is being used with the content player and requesting corresponding protocol information 
or a secure device applet from a source providing the protected contents structure (see column 6, 
line 46 through column 7, line 15 and column 7, Unes 29-45). 
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As per claim 13, Graunke et al discloses the limitation of detecting which type of 
secure device is being used with the content player and requesting corresponding protocol 
information or a secure device applet from a source providing the protected contents structure 
(see column 6, Une 46 through column 7, line 15 and column 7, lines 29-45). 

As per claim 14, Graunke et al discloses wherein said protocol information or secure 
device applet is authenticated (see column 8, lines 46-49), further comprising verifying the 
authentication and using only verified protocol information or a verified secure device applet to 
establish said communication interface (see column 8, lines 24-32 and lines 46-49). 

As per claim 15, Graunke et al discloses a method for broadcasting protected contents 
comprising: encrypting data using an encryption algorithm (see column 8, lines 1-5); providing 
secure device data, providing information on a protocol for establishing a communication 
interface between the content player and a secure device (storage medium) (see figure 1 and 
column 4, lines 33-51) arranged to transform the secure device data communicated to the secure 
device through the communication interface into information required to decrypt the encrypted 
data (see column 8, lines 1-8, lines 32-55, and lines 61-66); providing protected contents 
containing the encrypted data, the secure device data, the protocol information and attribute data 
(see column 8, Hnes 18-37 and column 13, line 47 through column 14, line 1 1); and broadcasting 
the protected contents (see column 3, lines 61-67); wherein the attribute data comprises 
information to find in the protected contents structure information on an appropriate protocol for 
communication between the content player and the secure device (see column 7, lines 28-45 and 



Application/Control Number: 09/763,732 
Art Unit: 2136 



Page 9 



column 13, line 47 through column 14, line 11; and column 9, line 55 through column 10, line 



examiner should be directed to Carl Colin whose telephone number is 571-272-3862. The 
examiner can normally be reached on Monday through Thursday, 8:00-6:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for pubhshed appUcations 
may be obtained from either Private PAIR or Pubhc PAIR. Status information for unpublished 
apphcations is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



29). 



Conclusion 



4. 
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